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Procedures for Handling Device Keys, 
                          MKB’s and Secret Constants 

 
This document is provided as referenced in Exhibit B, Section 6 of the 4C 

CPRM/CPPM License Agreement.  Standards and procedures outlined in this document are 
to be used as guidelines in conjunction with the 4C CPRM/CPPM Compliance Rules, 
Robustness Rules and 4C CPRM/CPPM License Agreement.   This document is not 
intended to replace the standards, procedures and rules as set forth in the 4C CPRM/CPPM 
Compliance Rules, Robustness Rules and 4C CPRM/CPPM License Agreement. 

 
1. Definitions 
 
A. “Confidential Information” means (x) any and all information relating to the 4C Technology or 

Licensor’s or any Founder’s business practices relating to the 4C Technology, made 
available to Adopter directly by 4C or its designees or representatives, or by any Fellow 
Adopter (or Content Participant) prior hereto or during the term of this Agreement, including, 
without limitation, specifications, software, hardware, firmware, documentation, designs, 
flow charts, technical data, outlines, blueprints, notes, drawings, prototypes, templates, 
systems, manuals, know-how, processes and methods of operation, trade secrets, business 
plans, strategies, concepts, research, data bases, client or customer lists, financial data, 
other data or information that relates to Licensor’s or a Founder’s past, present or future 
research, development or business activities, and any other sensitive material belonging to 
Licensor or any Founder, which (y) is marked “confidential” when disclosed in written form 
or indicated as “confidential” when disclosed orally, and confirmed in writing within thirty 
days to be confidential, including, without limitation, Secret Constants, and Media Key 
Blocks provided, however, that Secret Constants and Media Key Blocks shall be treated as 
confidential regardless of whether or not they are marked “Confidential.” 

 
B. “Highly Confidential Information” means (x) any and all information relating to the 4C 

Technology or Licensor’s or any Founder’s business practices relating to the 4C 
Technology, made available to Adopter directly by 4C or its designees or representatives, or 
by any Fellow Adopter (or Content Participant) prior hereto or during the term of this 
Agreement, including, without limitation, specifications, software, hardware, firmware, 
documentation, designs, flow charts, technical data, outlines, blueprints, notes, drawings, 
prototypes, templates, systems, manuals, know-how, processes and methods of operation, 
trade secrets, business plans, strategies, concepts, research, data bases, client or customer 
lists, financial data, other data or information that relates to Licensor’s or a Founder’s past, 
present or future research, development or business activities, and any other sensitive 
material belonging to Licensor or any Founder, which (y) is marked “Highly Confidential 
Information” when disclosed in written form or indicated as “Highly Confidential” when 
disclosed orally and confirmed in writing within thirty days to be Highly Confidential, 
including without limitation, Device Keys, provided, however, that Device Keys shall be 
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treated as “Highly Confidential” regardless of whether or not they are marked “Highly 
Confidential.” 

 
2. Ownership 
 

All Confidential and/or Highly Confidential Information, copyrighted or patented information, 
and media containing any of the above as provided by Licensor to Adopter shall remain the 
property of Licensor, the Founders, or their suppliers.  Except as expressly provided herein, 
this Agreement does not give Adopter any license or other rights to any information 
provided under this Agreement.  

3. Procedures for Safeguarding Highly Confidential Information 
 

Adopters shall employ procedures for safeguarding Highly Confidential Information at least 
as rigorous as Adopter would employ for its own most highly confidential information, such 
procedures to include, at a minimum: (1) maintaining on Adopter’s premises a secure 
location in which any and all Highly Confidential Information shall be stored, where such a 
location may include electronic storage that is at least as secure with respect to the Highly 
Confidential Information as the 4C Technology is with respect to the protection of digital 
content; (2) that any Highly Confidential Information stored in such a location shall be 
accessible only by Authorized Employees; (3) that (x) where Highly Confidential Information 
is stored in a location that is physically secure, Authorized Employees visiting such location 
shall sign in and out each time that they visit such location; and (y) where Highly 
Confidential Information is stored securely in an electronic form, Authorized Employees 
having access to such Highly Confidential Information shall sign in and out each time that 
they have such access; and (4) when Highly Confidential Information is not in use, such 
information shall be stored in a locked safe at such secure location or shall be stored 
electronically in a form that is at least as secure with respect to the Highly Confidential 
Information as the 4C Technology is with respect to protection of digital content. 
  

4. Methods of Maintaining Confidentiality of Highly Confidential Information 
 
Per Sections 5.3 - 5.3.1 of the 4C CPRM/CPPM License Agreement, Licensees licensed under Section 2.3 shall 
maintain the confidentiality of Highly Confidential Information in the following manner: 
 

Such Adopter shall employ procedures for safeguarding Highly Confidential Information at 
least as rigorous as the Adopter would employ for its own most highly confidential 
information, such procedures to include, at a minimum: (1) maintaining on the Adopter’s 
premises a secure location in which any and all Highly Confidential Information shall be 
stored, where such a location may include electronic storage that is at least as secure with 
respect to the Highly Confidential Information as the 4C Technology is with respect to the 
protection of digital content; (2) that any Highly Confidential Information stored in such a 
location shall be accessible only by Authorized Employees (as defined below); (3) that (x) 
where Highly Confidential Information is stored in a location that is physically secure, 
Authorized Employees visiting such location shall sign in and out each time that they visit 
such location; and (y) where Highly Confidential Information is stored securely in an 
electronic form, Authorized Employees having access to such Highly Confidential 
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Information shall sign in and out each time that they have such access; and (4) when Highly 
Confidential Information is not in use, such information shall be stored in a locked safe at 
such secure location or shall be stored electronically in a form that is at least as secure with 
respect to the Highly Confidential Information as the 4C Technology is with respect to 
protection of digital content. 

 
5. Dissemination of Highly Confidential Information 
 
Per Section 5.3.2 of the 4C CPRM/CPPM License Agreement, Licensees licensed under Section 2.3 shall: 
 

Disseminate Highly Confidential Information only to the strictest minimum possible number 
of regular full-time or part-time employees (with the exception of short-term employees 
including by way of example and not of limitation employees such as interns, seasonal and 
temporary employees) of Adopter: (1) who have an absolute need to know such Highly 
Confidential Information in order to enable Adopter to implement the 4C Technology in 
compliance with the Specification; (2) who are bound in writing by obligations of 
confidentiality sufficient to protect the Highly Confidential Information in accordance with the 
terms of this Agreement; and (3) who, prior to the disclosure of such Highly Confidential 
Information, have: (x) been identified in writing by Adopter to 4C; and (y) read and execute 
the acknowledgment attached as Exhibit D hereto (the original of such executed 
acknowledgment to be sent to 4C) (“Authorized Employee”).  Adopter shall cause 
Authorized Employees to abide by their obligations hereunder and shall use the same 
efforts to enforce the confidentiality obligations of each Authorized Employee during and 
after the termination of his/her employment as Adopter uses to enforce with respect to 
Adopter’s own similarly confidential information, provided that Adopter shall not use less 
than reasonable efforts in such enforcement.  Adopter shall make reasonable efforts to 
assist 4C in relation to any claim, action, suit, proceeding, or litigation with respect to the 
access of Adopter's former employee to information provided under this Section 5.  
Notwithstanding any contrary provision, Adopter shall not disseminate any Highly 
Confidential Information to more than three (3) Authorized Employees per product category 
(e.g. SD card, DVD-RAM, etc.) (“Key Employees”) unless Adopter has notified 4C in advance 
of its intention to increase the number of Key Employees to an additional increment of up to 
three (3) such employees.  Adopter may make such notifications of additional increments of 
Key Employees without limit, but in doing so shall abide by the terms of clauses (1), (2), and 
(3), above.  Adopter may substitute another employee for a Key Employee only in the event 
of death, permanent or long-term disability or resignation or termination of employment of an 
existing Key Employee or reassignment of an existing Key Employee to a substantially 
different business unit that is not involved in the development, manufacture, or sale of 
products (in the product category Key Employee was theretofore involved in) incorporating 
the 4C Technology.  Adopter shall inform 4C in writing prior to the substitution or addition of 
any Key Employee.  Adopter may also disclose Highly Confidential Information to an 
employee of another Adopter that has entered into an Adopter Agreement, where such 
other company is authorized to possess such Highly Confidential Information and where the 
employee to whom disclosure is made is a Key Employee for such other company.  Prior to 
any disclosure pursuant to the preceding sentence, Adopter must assure itself that such 
other company is, in fact, authorized to possess the Highly Confidential Information to be 
disclosed, that the employee to whom such disclosure is to be made is entitled to possess 
the Highly Confidential Information to be disclosed, and that the method to be used to 
disclose Highly Confidential Information is as secure as the methods used by 4C to disclose 
the same information to the Adopter.  Adopter may rely on a written representation from 
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such other company, attesting that such company is authorized to possess the Highly 
Confidential Information and that the employee to whom the disclosure is to be made is 
entitled to possess the Highly Confidential Information disclosed, provided Adopter does not 
know or have reason to know that the other company is not authorized to possess the 
Highly Confidential Information.  Adopter may disclose Highly Confidential Information to 
third parties with whom Adopter has contracted to manufacture for the sole account of the 
Adopter, provided that the Adopter shall remain responsible for maintaining the 
confidentiality of the Highly Confidential Information provided to such third parties and 
provided that Adopter has executed a nondisclosure agreement with such third parties 
sufficient to protect the Highly Confidential Information in accordance with the terms of this 
Agreement. 

 
6. Copies of Highly Confidential and Confidential Information 
 
Per Section 5.4 of the 4C CPRM/CPPM License Agreement, Licensees shall: 
 

Adopter shall not make any copies of any document containing Highly Confidential 
Information and/or Confidential Information except when required for use by different 
business units manufacturing Compliant Products in the same product category but located 
in different facilities.  In the event such information is required for use by such diversely 
located business units, Adopter may make one (1) copy of such documents for each 
affected business unit and each of the requirements and obligations of this Article will apply 
individually to each such business unit.  Adopter shall notify Licensor in writing if such 
additional copies are made.  Adopter may request that 4C provide Adopter with additional 
copies of Confidential and/or Highly Confidential documents for a fee of $500 per additional 
copy, such fee to be submitted to 4C with each request.  4C may, in its sole discretion, fulfill 
any such request, provided that 4C shall not unreasonably refuse to provide requested 
additional copies. 

7. Contact Person and Provision of 4C Information 
 
Per Section 5.5 of the 4C CPRM/CPPM License Agreement, Licensees shall: 
 

Designate a single Authorized Employee who shall receive all Confidential Information 
and/or Highly Confidential Information (the “Adopter Contact”) disclosed by Licensor and 
may designate a single alternative Authorized Employee (“Alternate Adopter Contact”) who 
shall be entitled to receive such Confidential Information and/or Highly Confidential 
Information in the event that Adopter Contact is absent at the time such information is to be 
provided.  Prior to the provision of any Confidential Information and/or Highly Confidential 
Information to the Adopter Contact or Alternate Adopter Contact, such Adopter Contact or 
Alternate Adopter Contact shall have complied with all of his/her obligations under Sections 
5.2 and 5.3.  Additional Adopter contacts may be authorized by Licensor, subject to 
additional fees and security requirements. 
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8. Notification of Unauthorized Use or Disclosure 
 
Per Section 5.6 of the 4C CPRM/CPPM License Agreement, Licensees shall: 
 

Adopter shall notify Licensor in writing promptly upon discovery of any unauthorized use or 
disclosure of Confidential Information and/or Highly Confidential Information, and will 
cooperate with Licensor and the Founders in every reasonable way to regain possession of 
such information and to prevent its further unauthorized use or disclosure.   

9. Expiration of Device Keys 
 

Licensee understands and agrees that if 4C determines that circumstances warranting 
expiration of such Device Keys or Device Key Sets exist, all devices incorporating said 
Device Key Set shall be Expired.  The Specification includes means by which Device Keys 
and/or Device Key Sets may be invalidated, rendering them unable to record or playback 
Digital Audio or Digital Video Content protected by the 4C Technology (generally, “Expire”, 
“Expiration” or “Expired”).   
 
Per Sections 9.1 - 9.1.3 of the 4C CPRM/CPPM License Agreement, there are three basic 
types of Device Key Set assignments to Production/Sale Licensed Products. 
 

Type A: Device Key Sets are unique per device or instance of software. 

Type B: Device Key Sets may be shared among a limited number of devices or 
instances of software.  Implementations are required to be renewable, preferably via 
user-transparent means such as the download of updated software from a website.  
In the event a Device Key Set is Expired, Adopter shall provide clear information to 
the end user indicating that renewal is necessary and describing the necessary steps 
to perform the update.  This update shall be made available at no cost to the end 
user.  Adopter shall make an update (using a new Device Key Set) ready and 
available within 2 weeks of notification from the 4C. 

  Unconnected Devices: When a device or software with Type B Device Key 
Sets can be used without the end-user ever making a connection (i.e. 
an internet connection) that could be used to download updates, the 
Device is considered to be Unconnected.  If an Unconnected Device’s 
Key Set is Expired, Adopter shall make an update available via 
download and prompt delivery via physical mail.  For Unconnected 
Devices, a single Device Key Set may be shared by no more than 
5,000 instances. 

 Connected Devices: When a device or software with Type B Device Key Sets 
requires the end-user to make a connection at least once in order to 
obtain or use the software, the Device is considered to be Connected.  
If a Connected Device’s Key Set is Expired, Adopter shall make an 
update available via download and at Adopter’s option prompt delivery 
via physical mail.  For Connected Devices, a single Device Key Set 
may be shared by no more than 10,000 instances. 
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Type C: Device Key Sets may be shared among any number of devices or instances 
of software without limit.  This requires managed renewable implementations.  For 
purposes of this section “Managed” means that Periodic Updates are implemented 
(even if no Device Key Set expiration occurs) based on an on-going connection 
between the end-user and the distributor of the Managed Device Key Sets.  For 
purposes of this section “Periodic Update” is the equivalent of a software release.  
The old release is disabled and replaced by a new release that uses a new Device 
Key Set.  These Periodic Updates shall occur at least twice a year, beginning from 
first product availability.  The Managed environment shall also be able to perform 
Device Key Set expiration, at the direction of the 4C, independently of the 4C’s 
Device Key Set expiration mechanisms.  All Managed updates shall occur via user-
transparent means such as download of updated software from a website.  In the 
event a Device Key Set is Expired, Adopter shall make an update (using a new 
Device Key Set) ready and available within 2 weeks of notification from 4C. 

10. MKB Orders 
 

A. MKB 
1. DVD Audio and Recordable DVD  

 
CPPM for DVD Audio orders shall be limited to a maximum of 185 MKBs.  Fees for 
recordable DVD media are on a per media basis, available in 1,000,000 unit increments.  
For each 1,000,000 units of media manufactured (or fraction thereof), at least one MKB 
must be ordered.  A Maximum of 1,500 MKBs can be ordered at one time.  When 
ordering MKBs, a manufacturer shall only order sufficient MKBs to cover anticipated 
recordable DVD media production for the 3-month period subsequent to the fulfillment of 
the order.  In the event that production in the given 3 month period is lower than 
anticipated, no more than one (1) order (i.e. 1,500 MKBs) may be carried over for use in 
the next 3-month cycle. 

 
MKBs for CPPM and CPRM must be ordered separately.  In addition, each CPRM 
Recordable media type (RAM, RW and R) can use the same MKB order. 
 

2. SD Card and Compact Flash  
 

For each 100,000 units manufactured (or fraction thereof), at least one MKB must be 
ordered.  A Maximum of 600 MKB sets (16 MKBs, one for each Block type – see the 4C 
Signing Facility Users Manual) can be ordered at one time.  When ordering MKBs, a 
manufacturer shall only order sufficient MKBs to cover anticipated SD Card or Compact 
Flash Media production for the 3-month period subsequent to the fulfillment of the order.  
In the event that production in the given 3-month period is lower than anticipated, no 
more than one (1) order (i.e. 600 MKB sets) may be carried over for use in the next 3-
month cycle. 
 

3. Vmedia 
 

CPPM for Vmedia orders shall be limited to a maximum of 185 MKBs.   
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B. MKB Extension  
 

1. Recordable DVD 
 

CPRM for DVD-Video Format may require an MKB Extension for the purpose of Network 
Download. Fees for MKB Extensions are on a per download basis. A maximum of 1,500 
MKB Extensions can be ordered at one time. When ordering MKB Extensions, a Service 
Provider shall only order sufficient MKB Extensions to cover anticipated number of 
contents to be released for Network Download with such MKB Extensions for the 3-
month period subsequent to the fulfillment of the order. In the event that number of 
releases in the given 3 month period is lower than anticipated, no more than one (1) 
order (i.e. 1,500 MKBs) may be carried over for use in the next 3-month cycle. The MKB 
Extension can be used regardless of CPRM Recordable DVD media type (RAM, RW, and 
R). 

 
2. SD Card and Compact Flash 

 
CPRM for SD Card and Compact Flash may require an MKB Extension. Fees for MKB 
Extensions are on a per download basis. A maximum of 600 MKB Extensions can be 
ordered at one time. When ordering MKB Extensions, a Service Provider shall only order 
sufficient MKB Extensions to cover anticipated number of contents to be released for 
Network Download content with such MKB Extensions for the 3-month period 
subsequent to the fulfillment of the order. In the event that the number of releases in 
the given 3 month period is lower than anticipated, no more than one (1) order (i.e. 600 
MKBs) may be carried over for use in the next 3-month cycle. MKB Extensions for each 
SD application must be ordered separately.  

 
 
 
11. Confidentiality Period 
 
Per Section 5.11 of the 4C CPRM/CPPM License Agreement: 
 

The confidentiality obligations set forth in Section 5.2 shall be in effect during the term of 
this Agreement and shall continue thereafter until five (5) years after termination of this 
Agreement.  The confidentiality obligations set forth in Section 5.3 shall be in effect during 
the term of this Agreement and shall continue thereafter until the later of (1) three (3) years 
after the last commercial use of the 4C Technology by Licensor or any Adopter, or (2) the 
expiration of the last copyright related to any 4C Technology encrypted/scrambled content 
which then exists in any country adhering to the Agreement on Trade Related Aspects of 
Intellectual Property Rights of the World Trade Organization dated April 15, 1994.  Provided 
that such confidentiality obligations shall not apply to Device Keys that been Expired in 
accordance with the Expiration procedures contained in this Agreement. 
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Appendix A  

4C Entity, LLC 
CPRM/CPPM Signing Facility                             

Development Device Key Set and/or Media Key Block  
Order Form 

 
Developer:                      Date: 
 Billing address: 

  

           Fax Number:  

Requested Order Delivery Date 1  

Delivery address:   

 

  

 

   Phone Number:    

     

4C Technology: Please check only one of the following order types: 

c  CPRM for SD Card  ( 0 SD Audio – (0x00) )           

c  CPRM for SD Card  ( 8 SD Audio Extension – (0x08) ) 

c  CPRM for SD Card  ( 9 SD Video - (0x09) )      

c  CPRM for SD Card  (11 SD Binding - (0x0B) ) - *Requires signing of the CPRM for SD-Binding License Agreement 

c  CPRM for SD Card (12 SD Separate Delivery (0x0C) ) 

c  CPRM for Recordable DVD 

c  CPPM for DVD-Audio 

c  CPPM for Vmedia - *Requires signing of the CPPM for Vmedia  Addendum 
 
Development order request:        Price 

c  Device Key Sets  (1,000)    $US  1,500                                  

c  Media Key Blocks and Media Key Block Extensions  (100)         1,500 

c  Both – Device Key Sets and, MKB's         2,500         

Authorized PGP Recipient:  

 Signature:                                                                            

 Name (please print):                                                                

 E-mail:                                                                                       Fax:           
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE TERMS AND 
CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT.  

NOTE: Development Device Key Sets and Media Key Blocks are not compatible with Production 
Device Key Sets and Media Key Blocks.  

                                           
1 Order processed after receipt of payment.  Please allow at least 10 business days for order processing after receipt of payment.  Actual time to 
process order may vary depending on the level of pending orders and shipping time. 
 

DDKS 
4C Use Only 
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Appendix A                                Signing Facility Order Form 
4C Entity, LLC               CPPM – DVD-Audio 

         Production Device Keys 
 

Licensee: Date: 
 Billing address: 
  
  Fax Number  
 

Requested Order Delivery Date 2 
Delivery address: 
 
  Phone Number 
 

 
 

Device Key Sets,  (maximum 400,000 per order) 
 
                            Please check only one of the following types 
 
 
             Player     Number of       Units Per            Units  
              Only           Device Keys      Device Key         Produced 
 
c   Type A c            _____________      X            1       =    ____________ 
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

Number of Units Declared per year____________ 

 

 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 

                                           
2 Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for order 
processing after receipt of payment. Actual time to process order may vary depending on the level of pending orders. 

AA 
4C Use Only 



4C Entity Ordering Forms Book Rev. 1.6   4C Entity, LLC 
LMI, LLC Proprietary    LMI, LLC Copyright 2009 

Appendix A                                Signing Facility Order Form 
4C Entity, LLC               CPPM – DVD-Audio 
                                                   Production  Media Key Blocks 
 
Licensee: Date: 
 Billing address: 
  
  Fax Number  
 
Requested Order Delivery Date 3 
Delivery address: 
 
  Phone Number 
 
 
Media Key Blocks,  (maximum 185 per order) 
 
 
 
         Number of          Units Per             Units  
                  Media Key Blocks              MKB         Produced 
 
 

DVD-Audio Media Key Blocks                              _____________      X ___________=  ____________ 

                                                                                                   (Max 1,000,000)  
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

 

 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 

                                           
3 Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for order 
processing after receipt of payment. Actual time to process order may vary depending on the level of pending orders. 

AB 
4C Use Only 



4C Entity Ordering Forms Book Rev. 1.6   4C Entity, LLC 
LMI, LLC Proprietary    LMI, LLC Copyright 2009 

Appendix A                                Signing Facility Order Form 
4C Entity, LLC               CPRM – SD Card 
                                                     Production Device Keys 
 

 
 
Licensee: Date: 
 Billing address: 
  
  Fax Number  
 

Requested Order Delivery Date 4 
Delivery address: 
 
  Phone Number 
 

 
 

SD Card Device Key Sets,  (maximum 400,000 per order)                                    Quantity Ordered 
 
 

 

Please check only one of the following for SD Card Device Key Sets  
 
 
 
  

* Requires signing of the CPRM for SD-Binding License Agreement. 

 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 

                                           
4 Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for order 
processing after receipt of payment. Actual time to process order may vary depending on the level of pending orders. 

£     0 SD Audio    
(0x00) 

£     8 SD Audio 
Extension (0x08)  

 

£    9 SD Video 
              (0x09)           

£   11 SD-Binding* 
(0x0B) 

 

£     12 SD 
Separate Delivery (0x0C) 

CA BA 
4C Use Only 
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Appendix A                                Signing Facility Order Form 
4C Entity, LLC               CPRM – SD Card 
                                                  Production  Media Key Blocks 
 
Licensee: Date: 
 Billing address: 
  
  Fax Number  
 
Requested Order Delivery Date 5 
Delivery address: 
 
  Phone Number 
 
Media Key Blocks,  (maximum  600 x 16 per order) 
 
                                   Number of       Units Per         Units 
                                                                           MKB’s                        MKB’s         Produced 

 

SD Card Media Key Blocks          _____________      X ___________=    ____________ 

                                       (Max 100,000)  
 
 
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

 

 

 

 

 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 

                                           
5 Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for order 
processing after receipt of payment. Actual time to process order may vary depending on the level of pending orders. 

BB 
4C Use Only 



4C Entity Ordering Forms Book Rev. 1.6   4C Entity, LLC 
LMI, LLC Proprietary    LMI, LLC Copyright 2009 

Appendix A                                Signing Facility Order Form    
4C Entity, LLC                     CPRM – DVD      
                                                       Production Device Keys 
 

Licensee: Date: 
 Billing address: 
  
  Fax Number  
 

Requested Order Delivery Date 6 
Delivery address: 
 
  Phone Number 
 
 

Device Key Sets,  (maximum 400,000 per order) 
 

 

 

Please check only one of the following types 
 
 
  Player  Recorder Both Number of       Units Per           Unit  
   Only     Only        Device Keys      Device Key         Produced 
 
c   Type A c   c   c           _____________      X            1       =   ____________ 
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

Number of Units Declared per year____________ 
 

 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 

                                           
6 Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for order 
processing after receipt of payment. Actual time to process order may vary depending on the level of pending orders. 

4C Use Only 
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Appendix A                                Signing Facility Order Form 
4C Entity, LLC                   CPRM – DVD 
                                                   Production Media Key Blocks 
 
 
 
Licensee: Date: 
 Billing address: 
  
  Fax Number  
 
Requested Order Delivery Date 7 
Delivery address: 
 
  Phone Number 
 
 
Media Key Blocks,  (maximum 1,500 per order) 
 
 
 
               Number of             Units Per             Units  
                       Media Key Blocks           MKB         Produced 
 
 

DVD Media Key Blocks                                  _____________      X ___________=  __________ 

                                                                                                   (Max 1,000,000)  
 
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 
 

                                           
7 Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for order 
processing after receipt of payment. Actual time to process order may vary depending on the level of pending orders. 
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Appendix A                                *Signing Facility Order Form 
4C Entity, LLC               CPPM – Vmedia 

         Production Device Keys 
 

Licensee: Date: 
 Billing address: 
  
  Fax Number  
 

Requested Order Delivery Date 8 
Delivery address: 
 
  Phone Number 
 

 
 

Device Key Sets, (maximum 400,000 per order) 
 
 
 
 
             Player     Number of       Units Per            Units  
              Only           Device Keys      Device Key         Produced 
 
c   Type A c            _____________      X            1       =    ____________ 
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first 
order. 
 

 

*Requires signing of the CPPM for Vmedia  Addendum 
 
 

Number of Units Declared per year____________ 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 

                                           
8  Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for 
order processing after receipt of payment. Actual time to process order may vary depending on the level of pending 
orders. 
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Appendix A                                *Signing Facility Order Form 
4C Entity, LLC               CPPM – Vmedia 
                                                   Production Media Key Blocks 
 
Licensee: Date: 
 Billing address: 
  
  Fax Number  
 
Requested Order Delivery Date 9 
Delivery address: 
 
  Phone Number 
 
 
Media Key Blocks, (maximum 185 per order) 
 
 
 
         Number of          Units Per             Units  
                  Media Key Blocks              MKB         Produced 
 
 

Vmedia Media Key Blocks                                  _____________      X ___________=  ____________ 

                                                                                                   (Max 1,000,000)  
 
NOTE:  "Secret Constants" (as defined in the 4C CPRM/CPPM License Agreement) are provided with first order. 

 

 

*Requires signing of the CPPM for Vmedia  Addendum 

 

 

Authorized PGP Recipient: 

 Signature:                                                                            

 Name (please print):                                                              

 E-mail:                                                                              Fax:                
 
 
Price: In addition to unit charges, there is a $US 500 order processing fee per device key set type. The quantity of 
keys per type selected does not change the price.  After verification of order, an invoice reflecting the total order cost 
will be sent to the billing address above. 
 
ALL ORDERS, DEVICE KEY SETS AND MEDIA KEY BLOCKS ARE SUBJECT TO COMPLIANCE WITH THE 
TERMS AND CONDITIONS OF THE 4C CPRM/CPPM LICENSE AGREEMENT. 
 
 

                                           
9  Orders will be processed only after receipt of entire invoice amount. Please allow at least 10 business days for 
order processing after receipt of payment. Actual time to process order may vary depending on the level of pending 
orders. 
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